
• Remediation process management is often not 
available or extremely limited

• The business context “weight”, of the single asset 
within the organization is often not taken into 
consideration by the levels of aggregation available in 
most platforms 

• CISOs need an integrated overview that also includes 
external security assessments

• Most Vulnerability Management solutions are not 

GET FULL, EXTENSIVE GOVERNANCE OF THE 
ENTIRE VULNERABILITY LIFECYCLE
VULNERABILITY MANAGEMENT CHALLENGES

RHDVM

designed from a process perspective
• Processing and analyzing Vulnerability data takes as 

much time as remediation efforts
• Manage Cyber exposure and avoid a breach from 

exploited unpatched system. 
• Lack of Historical data showing which platforms take 

more time to patch than others, and why.
• Lack of remediation metrics to track and key 

performance indicators (KPIs) 

DISCOVER

ASSESS

VULNERABILITY 
MANAGEMENT

Assessment of the level of risk 
and definition of a risk baseline 
for all monitored assets

RHDVM

PRIORITIZE

REMEDIATE

MEASURE
Identification and mapping of 
assets to be monitored and 
identification of vulnerability 
scanning tools; import of 
vulnerability information into 
the platform

Business Contextualization: 
Enrichment of Security Assessment 
data with Business Context data

Prioritization of risks and 
vulnerabilities based on 
comprehensive and aggregated 
information

Setting of remediation plan, tracking 
of activities and progress 
monitoring

Follow up on remediation 
outcomes and update of the plan; 
creation of reports and 
dashboards

RHD VM is the solution developed by Alfa Group to specifically address  these Vulnerability Management challenges. 

Combining industry-leading Vulnerability Management technologies with the Alfa Group Digital Business Process 
Management, Case Management and Orchestration platform, RHD VM allows the entire lifecycle of vulnerability 
management to be part of an integrated and continuous security process, resulting in better risk management and 
efficient remediation flow. 

THE ALFA GROUP SOLUTION:  RHDVM



RHD VM allows agile management 
of the remediation flow for each 
detected vulnerability, thanks to its 

REMEDIATION FLOW
Easily manage the entire vulnerability remediation 
process

RHD’S PROCESS 
AUTOMATION & 
TECHNOLOGY 
ORCHESTRATION  

• Per user dashboards 
for integrated analysis

• Access Control

• User, Groups and 
Profiles management 
including Supply 
Chain

• Registries integration 
with Corporate Active 
Directory /LDAP

• Granular profiling in 
relation to every single 
feature of the suite

• Connector 
Management

• Connector 
configuration 
management

• Scheduled execution 
of each “connector”

REMEDIATION WORKFLOW: 
processs design & management

Straight from the detail view of each 
detected vulnerability, RHD VM 
allows the opening of remediation 
workflow which already includes 
all of the gathered data related to it, 
such as: severity of the vulnerability, 
detailed information, involved 
assets, associated risk level, threat 

intelligence information, etc.
The case status is constantly visible 
through progress bars, both available 
in the Vulnerability view and among 
the involved Asset detail, showing the 
ongoing evolution of the Remediation 
process and its point in time status.

visual process design configuration 
features. 

INTEGRATED VULNERABILITY MANAGEMENT

RISK 
MANAGER 

Gathering of 
risk information 
associated to 
business assets and 
services

ADVANCED 
ANALYTICS

Collection of widgets for 
stats, infographics and 
trends

REMEDIATION
FLOW

Management of the 
Remediation Process

VA 
TREND

Integrated  
Vulnerability Trend 

ASSET 
MANAGEMENT 

Business 
contextualization with 
additional information, 
coming from other 
sources (i.e. Threat 
Intelligence data)

Generation of
Remediation
Workflow

Asset
Information
Enrichment

Remediation Plan
Definition

Remediation Plan
Implementation
& Monitoring

Follow-up
&Closing

Integration of
Security
Assessment data,
Business Impact
Assets data and
threat ntelligence
data

Definition of the
remediation Plan by
the Asset Owner
with checkpoints
and feedbacks

Tracking of the
remediations
implementation
Remediation Plan
progress monitoring

Control of the
applied
remediations and
updating of the
remediation plan

KEY CAPABILITIES 



REMEDIATION WORKFLOW: 
processs design & management

RHD VM enables the prioritization 
of risks and remediations 
combining the action of Vulnerability 
Management technologies already 
present in the organization with the 
built-in Asset Manager.
A criticality index can be associated 
to any asset, to thoroughly evaluate 
the business risk of the assets and 
prioritize remediations; this index 

A WIDE RANGE OF 
VULNERABILITY-
RELATED RISK DATA
The Vulnerability View 
includes:

• Risk Index

• Severity Index

• Assets involved

• Details on the 
vulnerabilities

• Timeline

Data visualization featured in RHD 
VM allows an overall and immediate 
visualization of vulnerabilities 
acquired by the RHD Connector, that 
can bidirectionally interface any 
Vulnerability Assessment tool and 
use graph and charts organized in 
customizable dashboards, giving 

REAL-TIME 
VULNERABILITY 
OVERVIEW
Dashboards provide real-
time information about the 
status of the performed 
detections and the current 
level of risk associated to 
every monitored asset;

DATA DRILL-DOWN
Detail Views enable the 
analysis of the gathered 
data, organizing them 
according to the specific 
needs and providing 
useful information to the 
Remediation Process; all 
information can be exported 
in a variety of file formats or 
used as input to other RHD 
modules.

DASHBOARD VIEW

DETAIL VIEW

can also be the result of enrichment 
coming from other sources, such as 
(but not limited to) threat intelligence 
feeds.
This provides an unparalleled 
Business Risk contextualization 
and allows to timely and efficiently 
address remediation prioritization, 
risk level and remediation cross 
checks and feedback.

RISK MANAGER 
Define asset criticality and efficiently prioritize 
your actions

VA ANALYTICS & TRENDS
Get immediate and precise view of all vulnerabilities 

at the same time the opportunity 
to drill-down the details of Assets, 
Vulnerabilities, remediations, risks at 
different levels of depth. Dashboards 
and detailed views are both adaptable 
to the specific needs of the company 
through the use of customizable 
widgets.



• Vulnerability Aggregation: A single repository where 
all vulnerabilities are gathered automatically from tools 
or manually input if coming from Penetration Testing, 
with possibility to drill-down and  dynamic grouping by 
asset/services

• Reporting and Dashboards: Web interface allowing 
visualization and researches on vulnerabilities, risks, 
assets, remediations found during the acquisition 
phase

• Remediation Workflow Management: customizable 
workflow management, designed to visually build your 
own flow with different group levels, both for services 
and for asset

• Remediation engine: bulit-in technology embedded 
in the Workflow Management to set parameters and 
policies to assign an incident to the IT department and 
monitor the general progress of current remediation 
processes. 

• Platform independent: RHD VM can be integrated with 
any VA Software  Timeline: comparison between scans 
with evidence of the solved/detected vulnerabilities

• Risk Management: Management and evidence of 
risk for both assets and services 

• Asset Management: a criticality index can be 
associated to any imported asset. This helps in 
evaluating the business risk of the assets and 
prioritize remediations. 

• Integration:  the push / pull technology (called 
Connectors) to retrieve and provide data to other 
software and solution enables a wide variety of 
expansions. It enables, as an example, to instruct 
the Vulnerability Assessment tool to recheck a 
vulnerability once mitigated, to verify the new risk 
level of the specific asset. Integration can also 
be done with other tools, like threat intelligence, 
Incident Management, Compliance, Risk 
Management, GRC, … 

• Vendor Certified: Tenable Technology Ecosystem 
Partner (https://www.tenable.com/partners/
technology)

TECHNOLOGY INTEGRATION: 
Gather information from industry-leading 
Vulnerability Management technologies 
RHD VM’s integration with other Vulnerability Management 
technologies enhances the governance of Infrastructure 
and Application Vulnerabilities Lifecycle Management 
by adding an efficient  remediation process, which can 

be readily customised according to specific needs, and 
enrichment from other sources, such as threat intelligence 
feeds.

RHD VM KEY TECHNICAL FEATURES

PRESENTATION
• Dashboard 
• Drill down 

report
• Trend Analysis
• ….

RELATIONAL 
DBINTEGRATION

• Web Services
• DB 

Connection
• Syslog
• SNMP Trap
• Other…

DATA SOURCES

Security 
Assessments (csv, 

xls, pdf, …)

NO SQL DB

CONNECTORS

RHDVM

www.alfagroup.it info@alfagroup.it @AlfaGroupIT
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